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This month we’re Becoming Cybermindful about shopping, 
banking and gaming online. We’re betting you do at least 
one, maybe two (and if you’re a millennial or younger, all 
three) of these things. Let’s start with a quick refresher 
about Personally Identifiable Information (or “PII”), and why 
we want to protect it.

I N  T H I S  I S S U E :

ONLINE SHOPPING, 
BANKING AND GAMING – 
DON’T LET IT COST YOU

A Piece of the PII
So what is PII, anyhow? It’s any info specific to an individual 
that you don’t want floating around freely in the cybersphere: 
Social security numbers, credit card numbers, banking info, 
your mother’s maiden name … if it could be used to fake your 
identity or take your money, it’s PII.

And the more PII you have in one lump, the more you want to 
protect it – if a crook has your DOB, that’s one thing; having 
your address, home phone and SS# to go along with it is 
another, riskier ball of wax! In fact, a collection of your PII is 
so valuable it even has its own internet slang – a “Fullz” is a 
“full set of information.” So where your credit card info might 
be worth $20, a Fullz with your physical address, date of birth 
and social security number might be worth $100 to a criminal 
engaged in identity theft. Crazy, right? (Might be a good time 
for A Few Words about Protecting Yourself from Identity 
Theft if you’ve got a few minutes, actually.) 

Shopping and banking in particular rely on you sending some of 
your PII online. And that’s ok, as long as you’re paying attention. 
To that end … 
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Tips for Shopping, Banking 
and Gaming Online

 Make sure all transactions 
happen on secure websites, 
identified by an “https” prefix and 
(usually) a padlock icon in the URL 
bar.

  

 Exercise caution if you see 
an offer where the discount is 
way below normal (the bad guys 
know we're price sensitive when 
shopping online).

 Check your credit card 
transactions regularly (even daily) 
for unusual charges, especially 
small amounts.

Scam Self-
Defense: Fake 
Apps
Many stores offer apps for 
direct online purchasing, 
so (to no one’s surprise) 
scammers sometimes try to 
capitalize on this with fake 
retail apps. If you download 
one to your smartphone or 
tablet and load your credit 
card information, you can 
guess what happens next. 

Your best bet? Be careful 
about what apps you 
download and how much 
information you give them. 
AT&T recommends paying 
particular attention to the 
name, the reviews and the 
number of downloads. 

Alright, we’ve learned 
enough for today; go forth 
and treat yourself to some 
online gaming or shopping 
(cybermindfully, of course).
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 Use strong, separate passwords 
for bank accounts, credit card 
accounts, etc. – and turn on multi-
factor authentication wherever it’s 
available.

 Gaming? Beware messages that 
ask you to click something. Much 
like phishing emails, online games 
can trigger potentially malicious 
links and downloads. 

 Keep your device’s software 
and operating system up-to-date. 
A clean machine is a (more) secure 
machine!

Watch A Few Words about How to 
Protect Your Data Online for more 
suggestions!


