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RMINDFUL

For you. For everyone.

N RS TeBUE: Phishing is such a constant threat, we’re devoting
DON’T GET HOOKED BY an entire issue of Becoming Cybermindful to
SOCIAL ENGINEERING recognizing some common warning signs.

Warning: Attachments!
o The sender included an attachment you were not expecting or
that makes no sense in relation to the email message.

& o This sender doesn’t ordinarily send you these types of
attachments.

« You see an attachment with a possibly dangerous file type (like

Warning! o

Warning: Hyperlinks!

If you see any of these in your email « When you hover your mouse over a hyperlink in the email

messages, don’t take the bait. These message, the “link-to” address points to a different website (a big
o , red flag!).

warning signs don’t guarantee the o The email has long hyperlinks and no further information or text.

email’s a phish, but they’re things to - The hyperlink is a misspelling of a known web site. For instance,
consider before opening attachments, bankofarnerica.com (the “m” is really two characters — “r” & “n”).
clicking links, or complying with Warning: Content!
unexpected requests or demands. « The message was unsolicited or unexpected.

« The sender tells you clicking on a link or opening an attachment
will avoid a negative consequence or gain something of value.

PRO TIP: « The email has bad grammar or spelling errors.

You can't "hover" over a link from « The message promotes a sense of urgency to comply with the
your mobile device, but you can request (scammers often intend to make you feel uncomfortable).
“press-and-hold” to pop up the « The email asks you to view a compromising or embarrassing

link-to address instead! picture of yourself or someone you know.

And if you prefer watching to reading, check out A Few Words About
Avoiding Phishing Attacks.
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Scam Self-Defense: Give that Email
Content the Sniff Test

When it comes to the decision to “click or not click,” sometimes you have
to go with your nose. While administering the sniff test, ferret out hints
of impropriety: is there anything “off” about the message? Are you being
pressured or rushed? Is the message pandering to curiosity? See below

for a stinky example.

From:  YourCEO@yourorganization.com
To: you@yourorganization.com

Date: Monday, February 20, 2017 3:00 am
Subject: My money got stolen

Hi, I'm on vacation in London and my money and passport
were stolen out of my bag. Could you wire me $300 via
Bank of America? They gave me a special link so this goes
right into my account and | can buy a ticket home:

http://www.bankofarnerica.com

Thanks so much. This really helps me out!
Your CEO
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@ CONTENT

® |s the sender asking me to click on a link or open an
attachment to avoid a negative consequence or to gain
something of value?

e Is the email out of the ordinary or does it have bad grammar
or spelling errors?

® |s the sender asking me to click a link or open an attachment
that seems odd or illogical?

® Do | have an uncomfortable gut feeling about the sender’s
request to open an attachment or click a link?

® |s the email asking me to look at pictures? Is it asking me to
look at compromising or embarrasing pictures of myself

or someone | know?
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Oh my gosh, I won a prize! .

It’s a lot of money! /
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excited!!

It's an Alaskan sweepstakes that | don’t
remember entering! And | need to
send them a small payment before

they send me the reward!
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OK, I'm less excited.

If something seems too good to be true, it’s probably a scam.

If you whiff even the slightest
suspicious aroma, ask yourself
this: What if click? What if |
DON'T click? What if | go crazy
not knowing what'’s behind
that link? What if | just drag
this faintly fusty message to
the trash? And if you're not
comfortable with deleting it,
try contacting the sender with
contact info from outside the
email message to confirm it’s
legit. In other words: think
before you click!

BF Skinner, one of the greatest
thinkers of the twentieth
century, showed us that rats,
pigeons and even people can
be conditioned to perform

a particular behavior, if the
outcome is rewarding. All

our internet surfing has
conditioned us to respond
without thinking — there might
be a cute baby animal on the
other end of that link! But in
your email, make sure you
know the sender before you go
clicking for that puppy.

Until next time, friends:
keep on keeping on ...
cybermindfully!

Learn more about
Becoming Cybermindful at
go.udayton.edu/
cybersecurity
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